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Don’t be scared
Even if you can’t answer all the 

questions on the form



GDPR
Don’t be scared

60% of people welcome the rights under GDPR
48% of UK adults plan to activate their rights
56% welcome the right to object to marketing and profiling

73% of Companies believe they will be compliant by May 25th

But 20% are not sure what legitimate interest is
39% have spent no time planning
20% have done no training with staff



• This may be the precise moment in time when 
we all acknowledge that privacy is officially 
gone. 

No one buys the Google mantra “Do no evil” 
anymore; even if social media companies 
aren’t actively conspiring to eliminate privacy, 
they are complicit in its demise. 

Facebook may not have hacked an election, 
but nobody really knows where our data lives 
any more and who has access.

Mitch Joel



Introductions
Martin Corlett-Moss

martin@mcm2.co.uk
07765 40650

The information provided 
and the opinions express 
represents the views of 
the presenters – they do 
not constitute legal 
advice. And this is not full, 
comprehensive guidance.

But it is a good start!

If you leave me your business card, 
you are giving me explicit permission 
to contact you regarding your GDPR 
Compliance by email and phone.

I will delete your record after 1 
month if you do not want to  talk 
further.

You will not be added to any 
marketing lists

mailto:martin@mcm2.co.uk


What is GDPR?
General Data Protection Regulation Rules which govern the handling of 

personal data
Comes into effect 25th May 2018
Covers the EU, EEA, UK and ……

Most importantly – it is the most boring 
thing you will ever do,,,, but.. It does not 
have to be done.

Fines can be 20 million Euros or 4% of 
turnover – which ever is greater.

But it is unlikely – very unlikely you would 
be fined anywhere near that much



Ok, But I don’t have any personal data!

Personal data is any data that can be used to 
identify an individual DIRECTLY OR INDIRECTLY – so 
if you run a business and have any personal data –
you need to comply with GDPR.

• Notes
• Invoices
• Emails
• Black Books
• Files
• Website Analytics
• Customer names
• Business cards – of customers and suppliers
• Employees
• Suppliers
• Images of people



Ok, But I don’t ‘process it’
“‘Processing’ means any operation or set of 
operations which is performed upon personal 
data or sets of personal data, whether or not 
by automated means, such as collection, 
recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, 
dissemination or otherwise making available, 
alignment or combination, restriction, 
erasure or destruction.”



Why - 1?

• Male
• Weighs 15 stone (well that’s what he thinks he 

weighs – in fact he weighs…)
• Has run 8 miles at his peak
• Lives in Cheshire
• Age 51
• White
• British
• Works at MCM2
• Used to own a company called Mobious
• Martin@mcm2.co.uk
• 07765 406530
• Married
• Three children
• Used to be a teacher
• Collects Comics – mainly X-Men and Avengers
• Reads Science fiction books
• Loves the film Aliens
• Was once on the cover of Marketing Direct
• Friends with Mark Littler
• Not very photogenic
• Pretty good at scrabble

Your phone knows where you are

Sainsburys knows what you buy – how old you 
are, possibly what contraceptive you use and 

roughly how often you use it

Facebook knows who your friends are, where 
you are, what you are doing, what you like, 
what you don’t like, how old you are, what 

book you last read, what you had for dinner.

Your apple watch knows where you 
are, how much you weigh, how fast 
you walk, what your heart rate is, 

where you regularly go, what you are 
doing on Saturday at 2.00 when you 

have booked to meet Dave in the Swan 
in Tarporley

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY

mailto:Martin@mcm2.co.uk


Why 2?
Personal data is any data that can be used to identify 

an individual DIRECTLY OR INDIRECTLY



Target broke through to a new level of customer tracking
• They identified 25 products that when purchased together indicate a 

women is likely pregnant. The value of this information was that 
Target could send coupons to the pregnant woman at an expensive 
and habit-forming period of her life. 

• [A] man walked into a Target outside Minneapolis and 
demanded to see the manager. He was clutching coupons that 
had been sent to his daughter, and he was angry, according to 
an employee who participated in the conversation. 

• "My daughter got this in the mail!" he said. "She's still in high 
school, and you're sending her coupons for baby clothes and 
cribs? Are you trying to encourage her to get pregnant?" 

• The manager didn't have any idea what the man was talking 
about. He looked at the mailer. Sure enough, it was addressed 
to the man's daughter and contained advertisements for 
maternity clothing, nursery furniture and pictures of smiling 
infants. The manager apologized and then called a few days 
later to apologize again. 

• On the phone, though, the father was somewhat abashed. "I 
had a talk with my daughter," he said. "It turns out there's 
been some activities in my house I haven't been completely 
aware of. She's due in August. I owe you an apology." 

Why 3?
Personal data is any data that can be used to identify 

an individual DIRECTLY OR INDIRECTLY



Why

Where

What

Who

So What?

What is it
Personal data is any data that can be used to identify 

an individual DIRECTLY OR INDIRECTLY



Why

Where

What

Who

So What?

What is it
Personal data is any data that can be used to identify 

an individual DIRECTLY OR INDIRECTLY

Two  fundamental questions;

Are you doing 
anything stupid?

(honestly)

If you told someone else, 
what you are doing with your 
data, would they think that 
you were being stupid.

If so – don’t do it.

Would your audience be 
surprised, to receive your 
communications.
(honestly)

If so – don’t do it.
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Data Sources

What do you do with 
the data

Weaknesses and loss 
opportunities 

Where is the database stored? How is the database encrypted?

What is the current opt in 
position?

What is the data transfer process?

So What?

Where is the data 
stored?

So what do we need 
to do now?

Bought ListsLists FacebookAnalytics OutlookDatabases

Invoices Job bags
Spread 
Sheets

Phones Diaries Customers

ProspectsEnquiries
Business 

Cards
Pieces of 

paper

Who has access

What controls are in place What contracts are in place

Email Post Direct Mail Call Text Fax Update

• Lawful, Fair, 
Transparent

• Specific, 
Explicit, 
Legitimate

• Adequate, 
Relevant, 
Limited

• Accurate, Up 
to date

• Limited 
Retention

• Secure

Why are you 
processing – Done 
before processing

What
Personal data is any data that can be used to identify 

an individual DIRECTLY OR INDIRECTLY



So what do you do?

• Worry about it?
• Ignore it?
• Do the easy bits?
• Pay someone a huge amount of money to do it all for you?
• Pay someone a small amount of money and do it with them?
• Do it yourself? – Or at least do most yourself

• Remember that everyone taking to you about it has an agenda – so 
listen to the people with the right agenda – the IDM for example want 
you to comply, and carry on marketing. The ICO want you to comply 
and stay in business.

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY



It’s not the end of the world

So what do you do?

Myth #9: GDPR compliance is focused on a fixed point in time – it’s like the Y2K Millennium Bug

I’m still picking up a lot of concern from organisations about preparing for the GDPR by May. Much of that is understandable – there’s work required to get ready for the new legislation, and change often 
creates uncertainty. However some of the fear is rooted in scaremongering because of misconceptions or in a bid to sell ‘off the shelf’ GDPR solutions.
I‘ve even heard comparisons between the GDPR and the preparations for the Y2K Millennium Bug. In 1999 there was fear that New Year’s Eve would see computers crash, planes to fall out of the sky and 
nuclear war accidentally start.

In the run up to 25 May 2018 there have been anxieties too, albeit on a less apocalyptic level. Things like we’ll be making early examples of organisations for minor breaches or reaching for large fines 
straight-away and that the new legislation is an unnecessary burden on organisations.

I want to reassure those that have GDPR preparations in train that there’s no need for a Y2K level of fear. Here’s why:

Fact: GDPR compliance will be an ongoing journey

Unlike planning for the Y2K deadline, GDPR preparation doesn’t end on 25 May 2018 – it requires ongoing effort. It’s an evolutionary process for organisations – 25 May is the date the legislation takes 
effect but no business stands still. You will be expected to continue to identify and address emerging privacy and security risks in the weeks, months and years beyond May 2018.
That said, there will be no ‘grace’ period – there has been two years to prepare and we will be regulating from this date.
But we pride ourselves on being a fair and proportionate regulator and this will continue under the GDPR, as I set out in my first myth busting blog. Those who self-report, who engage with us to resolve 
issues and who can demonstrate effective accountability arrangements can expect this to be taken into account when we consider any regulatory action.
That means being able to show you have been thinking about the essential elements outlined below and who is responsible for what within the business..
By now you should be putting key building blocks in place to ensure your organisation implements responsible data practices:

• Organisational commitment – Preparation and compliance must be cross-organisational, starting with a commitment at board level. There needs to be a culture of transparency and accountability as to 
how you use personal data – recognising that the public has a right to know what’s happening with their information.

• Understand the information you have – document what personal data you hold, where it came from and who you share it with. This will involve reviewing your contracts with third party processors to 
ensure they’re fit for GDPR.

• Implement accountability measures – including appointing a data protection officer if necessary, considering lawful bases, reviewing privacy notices, designing and testing a data breach incident 
procedure that works for you and thinking about what new projects in the coming year could need a Data Protection Impact Assessment.

• Ensure appropriate security – you’ll need continual rigour in identifying and taking appropriate steps to address security vulnerabilities and cyber risks
• Train Staff – Staff are your best defence and greatest potential weakness – regular and refresher training is a must.

• https://iconewsblog.org.uk/2017/12/22/gdpr-is-not-y2k/

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY

https://iconewsblog.org.uk/2017/08/09/gdpr-sorting-the-fact-from-the-fiction/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/
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What do you do with 
the data

Weaknesses and loss 
opportunities 

Where is the database stored? How is the database encrypted?

What is the current opt in 
position?

What is the data transfer process?

So What?

Where is the data 
stored?

So what do we need 
to do now?
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Invoices Job bags
Spread 
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Who has access

What controls are in place What contracts are in place

Email Post Direct Mail Call Text Fax Update

• Lawful, Fair, 
Transparent

• Specific, 
Explicit, 
Legitimate

• Adequate, 
Relevant, 
Limited

• Accurate, 
Up to date

• Limited 
Retention

• Secure

Why are you 
processing – Done 
before processing

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY



Data Controller and Data Processor
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Why are you 
processing

• Lawful, Fair, 
Transparent

• Specific, 
Explicit, 
Legitimate

• Adequate, 
Relevant, 
Limited

• Accurate, 
Up to date

• Limited 
Retention

• Secure

Obligations

Data Controller
• Comply
• Demonstrate
• Security
• Inform
• Notify
• Agree

Data Processor
• Do as instructed
• Secure
• Notify

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY
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Your data subjects have certain rights

• The right to be informed
• The right of access (1 month)

• To rectification (1-2 months)

• To erasure
• To restrict processing
• To data portability (1 month)

• To object
• In relation to automated decision making and profiling

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY
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Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY

Consent
Consent must freely given, specific, 
informed and unambiguous. It has 
to be positive, you must keep records 
of what/when and they must know 
what they have consented to. 
Specific and detailed, clear and 
concise and easy to withdraw. 
Consent cannot be ‘rewarded’. 
Consent must be specific, so they are 
only really consenting to one thing at 
a time and you cannot alter that 
yourself!
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Why are you 
processing – Done 
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• Lawful, Fair, 
Transparent

• Specific, 
Explicit, 
Legitimate

• Adequate, 
Relevant, 
Limited

• Accurate, 
Up to date

• Limited 
Retention

• Secure

Contract Obligation
To fulfil you obligations or that 
they have asked you to do 
something prior to a contract. 
Processing must be necessary –
but not necessarily essential

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY
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Legitimate Interests
Appropriate where you use peoples data in 
ways they would reasonably expect. A 
legitimate interest can be a commercial one –
so it can be ‘I want to sell my product to them’ 
You need to test yourself on Purpose, 
Necessity and Balance. Allows you to add in 
new processing purposes, provided they are 
within the same interest.

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY
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Step 1 - Do the basics

• Appoint a controller (the company)
• Identify the processors – initially
• Identify your data suppliers
• Identify people you send data to
• Work out a basic breach policy
• Create a breach log
• Create a basic GDPR log
• Create an initial working document

Personal data is any data that can be used to identify 
an individual DIRECTLY OR INDIRECTLY
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Step 2 - Audit your data

• What data do you hold?
• Customers
• Prospects
• Business to business 

customers
• Analytics
• Outlook emails
• Black books

• Segment it, e.g.:

Recent 
Customers

Archived 
Customers

Customers 
under 16

B2B 
Customers

B2B Prospects

LLP’s and Sole 
Traders

Analytics Data

Current 
Customers we 
are selling to

B2C prospects 
who have 
opted in

B2C prospects 
who have not 

opted in
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Step 3 -Review your data security

• Where is the data stored?
• How is it transferred from place to place?
• Who has access and who shouldn’t have access?
• Where is it backed up to and what is their GDPR 

status?
• Who has access to sensitive areas?
• Do you have sensitive data?
• Do you have data on young people? 
• What fields do you need to add to the database?

• See what data you can amalgamate to a single 
database, so it is easier to manage

• What do you need to change? Passwords, logins, 
access to sensitive areas

• Do a data breach assessment of your security system 
- www.thinkcirrus.co.uk – shows what you got, 
where and weaknesses.
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Step 4 -Analyse your processes

• What do you currently do with the data?
• Monthly emails to customers – newsletter
• Communications during the sale process
• Cold sales calls
• Deliveries
• Service reminders
• Annual reminders
• Mailings
• Active Business to Business emailing and post

• What might you want to do in future?
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Step 5 - Decide the legal basis 
for communicating
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Recent 
Customers 

we have 
sold to

(note soft 
opt in)

Archived 
Customers

Customers 
under 16

B2B 
Customers B2B ProspectsLLP’s and Sole 

Traders Analytics Data
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are selling to
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Just use to 
analyse traffic 

and activity
Monthly Newsletter Email

Quarterly Print Newsletter

Structured Sales calls

Letters and direct mail

Monthly Customer 
Email

Review Requests

Special Offers

Monthly 
Customer Email

Review 
Requests

Special Offers

Quote

Invoice

Delivery Notes

Despatch Notes

One the way call

Follow up call
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Step 6 - Do the basic documentation

• Complete the balancing test
• Implement processor contracts
• Communicate to processors what they have to do
• Maintain the breach log and follow the process
• Produce a GDPR Process book detailing what you do and why
• Monitor the GDPR Log
• Create a data retention policy
• Re-permission by post – if necessary – soft opt in for customers.
• Change the terms and conditions on your website
• Change the privacy terms on invoices and contracts
• Add in GDPR to invoice terms and conditions
• Add in to email footers – the opportunity to opt out
• Add in ‘soft opt out’ to site
• Add in to booking forms – your order has been placed, dispatch - everything
• Ensure ease of unsubscribe – right to be forgotten etc.
• Review the unsubscribe link on your emails
• Review at management meetings
• Audit annually would be good.
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Do the basics

• Implement processer contracts
• Communicate to processors what they have to do
• Maintain the breech log and follow the process
• Produce a GDPR Process book detailing what you do and why
• Monitor the GDPR Log
• Change the terms and conditions on your website
• Change the privacy terms
• Ensure ease of unsubscribe – right to be forgotten etc.
• Review the unsubscribe link on your emails
• Review at management meetings
• Audit annually?

• Basically – decide what you want to do, and then say why you 
are doing it and keep on doing it
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Data Sources

What do you do with 
the data

Weaknesses and loss 
opportunities 

Where is the database stored? How is the database encrypted?

What is the current opt in 
position?

What is the data transfer process?

So What?

Where is the data 
stored?

So what do we need 
to do now?

Bought ListsLists FacebookAnalytics OutlookDatabases

Invoices Job bags
Spread 
Sheets

Phones Diaries Customers

ProspectsEnquiries
Business 

Cards
Pieces of 

paper

Who has access

What controls are in place What contracts are in place

Email Post Direct Mail Call Text Fax Update

Why are you 
processing – Done 
before processing

• Lawful, Fair, 
Transparent

• Specific, 
Explicit, 
Legitimate

• Adequate, 
Relevant, 
Limited

• Accurate, 
Up to date

• Limited 
Retention

• Secure
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